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Many Vulnerabilities are Multi-Factor: Chains and C

omposites

Code
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Consequence

One of the main problems with classification and
terminology iIs that ANY behavior in the chain

could be regarded as the vulnerabillity.
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Composite: Symbolic Link Following
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OWASP Top Ten 2007 & 2010 use CWE refs

OWASP

The Open Web Application Security Project

OWASP Top 10 - 2010

OWASP TOP 10

The Ten Most Critical Web Application Security Risks

THE TEN MOST CR| Our methedology for the Top 10 2007 was simple: take the MITRE Vulnerability Trends for 2006, and distill the Top e a S e
APPLICATION SECU 10 web application security issues. The ranked results are as follows: } s
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Fgure 1: MITRE data on Top 10 web application vulnerabilities for 2006
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MSCO0-CPP. Compile cleanly at high warning levels - CERT Secure Coding Standards
a(Q: Coogle )

0800
4<» @ (=Xhitps: fwww securecoding. cert.org/ confluence/display/ cplusplus IMSCO0-CPP. +Compile-+leanly+at+ high=waming +levels

Software Assurance  Secure Systems Organizational Security Coordinated Response  Training

fing Practices > .. > 49. Miscellaneous (MSC) > MSC00-CPP. Compile cleanly at high warning levels
EHE

MSCO0-CPP. Compile cleanly at high warning levels
i)
Added by Justin Pincar, last adne: by Justin Pincar on Oct 08, 2008 (view change) SHOW COMMENT
Lahels u'nenlnrneaEE incomplete-cpp
Compike code using the highest warning level availzble for your compier and eliminate warnings by modifying the code.
According to C99 [ISO/1EC 9899:1999] Section 5.1.1.3:
I J C [ ] I l I | O D IN G A confarming implemantation shall produce af last ane diagnastic message (identified in an mplementation-defined mann
S ! I ANI' DA_RD Assuming a conforming implementation, efiminating diagnostic messages wil eiminate any syntactic or constraint violztions
f suitable source code-checking tools are avalable, use them requlerly.

er) ifa preprocessing translation unit or transiation unit contains a viokatian of any syntax rulk or constraint, even if the behaviar & also

explicitly specified as undefined or mplementation-defined, Diagnostic messages need not be produced i other circumstances.

- -
-
- o ". -
. & Exceptions
- ‘. - !
-
.. .. .‘... - .. - MSC00-EX1: Compilers can produce disgnostic messages for correct code. This is permitted by C99 [1S0/1EC 9899:1999], which allows 2 compiler to produce 2 diagnostic for any reason. It is usually preferable to rewrite code to eliminate compiler warnings, but i the
- .‘. - - - ® code s correct it s sufficient to provide 2 comment explaining why the warning message doas not apply. Same compilers provide ways to suppress warnings, such as sukably formatted comments or pragmas, which can be used sparingly when the programmer
- e e & 3 understandsthelmu\xamns:rhhewarmnghuthasgood reason to use the flagged construct anyway.
-' '.... . . . . .. -. L 3 L 2 Do not simply quiet warnings by adding type casts o other mazns, Instead, understand the rezson for the warning and consider 2 better approach, such as using matching types and avoiding type casts whenaver passible.
.. s
.... . T P Risk Assessment
-« o ®@®®® o
...'. . : - Eliminating viokstions of syntax rules and other constraints can elminate serious software vulnerabilties that can lead to the execution of arbitrary code with the permissions of the vubnerzble process.
. : L ]
S - - P e ® @ - ®
Te_ & | Ref
e - o © © ® |REIErences
L] - &
- - o o ”®
. o o ® [ISO/IEC 9899:1999] Section 5.1.1.3, "Diagnostics" '
L
> o P [MITRE 07] CWE ID 563, "Unused Variable"; CWE ID 570, "Expression is Always False"; CWE ID 571, "Expression is Always True"
P o [Sutter 05] Item 1
o | [Seacord 05a] Chapter 8, "Recommended Practices"
- RoOBERT C
- elerences /
SO/YECQHQMWQGSBEQLTHEQ!\/! gsgﬂés\ﬁ}ﬁnS@ﬂE Always False'; CWE 10 571, 'E: Always T
W Inused Varia pression is Abvays False’; 1, "Expression i Abvays True
Gaacord (53] Chapter 8, "Recommended Prctices”
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Some High -Level CWEs Are Now
Part of the NVD CVE Information

SUTOMTETOTT OT
vulnerability
management, security
measuremant, and
compliance (e.g. FISMA).

Resource Status

NVD contains:
26736 CVE Vulnarabilitiss
114 Checklists
91 US-CERT Alerts
1997 US-CERT Vuln Notes
2966 DVAL Queries
12410 vulnerable Products

Last updated: o0s/26/07
CVE Publication rate:
16 vulnerabilities / day

Select the email list(s)
you wish to join, enter
your e-mail address and
press "Add" to receive
NVD announcements ot
SCAP information.

I” NVD Announcements
I” scAp Announcements
I” SCAP Discussion List

I” XCCDF Discussion List

I Add|
Workload Index

Vulnerability Workload
Index: 9.06

Overview

SOL injection vulnerability in mods/banners/navlist.php in Clansphere 2007.4 allows remote
attackers to execute arbitrary SQL commands via the cat_id parameter to index.php in a
banners action.

Impact

CVSS Severity (version 2.0):

CVSS v2 Base score: 7.5 (High) (AV:N/AC:L/Au:N/C:P/T:P/A:P) (legend)
Impact Subscore: 6.4

Exploitability Subscore: 10.0

Access Vector: Network exploitable

Access Complexity: Low

Authentication: Not required to exploit

Impact Type: Provides unauthorized access, Allows partial confidentiality, integrity, and
availability violation , Allows unauthorized disclosure of information , Allows disruption of
service

References to Advisories, Solutions, and Tools

External Source: BID {disclaimer)
Name: 25770
Hyperlink: http://www.securityfocus.com/bid/25770

External Source: MILWORM [dizclaimer)
Name: 4443
Hyperlink: http://www.milw0rm.com/exploits/4443

Vulnerable software and versions

Configuration 1
— Clansphere, Clansphere, 2007.4

Technical Details

NVD is & product of the

NIST Computer Security
Division and is sponsored

Vulnerability Type (View All)
SOL Injection (CWE-89)

by the Department of
Homeland Security's

National Cyber Security

Division. If supports the

Coammann HMatfnens Cnnmneatinn.

CVE Standard Vulnerability Entry:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5061

NVD XML feeds
also include CWE

Vulnerability Type (View All)
SQL Injection (CWE-89)

\ 4

8 4
/ Common Weakness Enumeration

A Community-Developed Dictionary of Software Weakness Types

CWE-89 Individual Dictionary Definition (Draft 9) L
‘ Failure to Sanitize Data into SQL Queries (aka "SQL Injection’ CWE List

Weakness ID 89 (weiness Full Dictionary View
Classification Tree

Summary Reports
The application fails to adequately filter SQL syntax from user-controllable input.
This can lead to such input being interpreted as SQL rather than ordinary user
data and be executed as part of a dynamically generated SQL query. Thisis a

specific form of an injection problem, one that explicitly affects SQL databases, in Key
Tveoar

Description

Sources

which SQL commands are injected inte data-plane input in order to effect the U1l - Weakness
execution of dynamically generated SQL statements. f1- Base

1 - variant
Likelihood of  Very High 4 - Variant

" 8- Class
Exploit GO - Chain
Common Confidentiality: Since SQL databases generally hold sensitive data, loss of & - composite
Consequences confidentiality is a frequent problem with SQL injection vuinerabilites. ® - category

Vv
Authentication: I poor SQL commands are used to check user names and V- View
passwords, it may be possible to connect to a system as another user with no O - Deprecated
previous knowledge of the password.

Authorization: If authorization information is held in a SQL database, it may be

possible to change this information through the successful exploitation of a SQL

Injection vulnerability.

Integrity: Just as it may be possible to read sensitive information, it is also possible

to make changes or even delete this information with a SQL injection attack,

Contact Us

Search the Site

Potential
Mitigations

Requirements specification: A non-SQL style database which is not subject to this
flaw may be chosen

Design: Follow the principle of least privilege when creating user accounts to a SQL
database. Users should only have the minimum privileges necessary to use their
account. If the requirements of the system indicate that a user can read and
madify their own data, then limit their privileges so they cannot read/write others'
data.

Design: Duplicate any filtering done on the client-side on the server side.

Implementation: Implement SQL strings using prepared statements that bind
variables. Prepared statements that do not bind variables can be vulnerable to
attack.

©2010 MITRE




Manually review code after security education
Manual code review, especially review of high-risk code, such as code that faces the a e
Internet or parses data frem the Interpet, is critical, but enly if the people perform-

Ing the code review know what to ook for and how to fix any code vulnerabilities
they find. The best way to help understand classes of security bugs and remedies
Is eduecation, which sheuld minimally include the fallowing areas:
« C and C++ vulnerabllities and remedies, mest notably buffer overruns and
Integer arithmetic issuas.

= Web-specific vulnerabilities and remedies, such as cross-site seripting (XS5),

= Database-specific vulnerabilities and remedies, such as SQL injection.

18
' : # SAFECod
* Comman cryptographic errors and remedies }?%1 g D . E
Many vulnerabilities are programming language (C, C++ etc) or damain-specific 10887 Oriving Security and Integrity R

{web, database) and others can be categorized by vulnerability type, such as injec:
tion (XSS and SQL Injection) or cryptographic (poor random number generation
and weak secret storage) so specific training in these areas (s advised.

Fundamental Practices for
Secure Software Development

A Guide to the Most Effective Secure
Development Practices in Use Today

OCTOBER 8, 2008

Resources

= A Process for Performing Security Code Reviews, Michael Howard,
IEEE Security B Privacy July/August 2006,

+ NET Framework Sacurity — Code Review;

* Common Weakness Enumeration, MITRE; hitp://cwe.mitre.org/
. ) Testing activities valldate the secure implementation of a product, which red

the likelihood of security bugs being released and discoverad by customers a

Leap WRITER Michael Howard, Microsoft Corp.

hittp: /fwww.codesecurely.org/Wiki/view. aspy/Security_Code_Reviews

O Ie R RS i L e V411t SEi1cls Fioaiernarks Ta. Captura malicious users. Tha majority of SAFECTsde members have adopted the folld (q"[gm.u'rq“ Steve L.-_pﬂfn M;;_m,‘,n Corp.
Security Findings; http: {/blogs. msdn. cam/alikl/archive/ 2008/01/24/security- software security testing practices in their software development lifecyele. The Gunter Bitz, SAP AG Brad Minnis, Juniper N:(wnlifs.lnr_
\cod: i isual-studi ks-ta-capture-security-findings.aspx Is not to “test in security,” but rather to validate the robustness and secur derty Cochian Micsasft Earp. Buedls Fiteih, s Corpunmion

Matt Coles, EMC Corparation Dan Reddy, EMC Corporation
7 ty Code Review Guidelines, Adam Shostack: the software products prior to making the product available to customers, Danny Dhillon, EMC Carporation Alssiindr ety Siokfa
o rweww verbercomy/mark/cs/security/ code-raview.htm] testing metheds do find security bugs, especially for products that may not Chris Fagan, Microsoft Corp. Reeny Sondhi, EMC Corporation
« OSNVASP Top Ten; http://wWw.owasp.org/index.php/OWASP_Top_Tan_Prajact undergone critical secure developrnent process changes. Cassio Goldschmidt, Symantec Corp.  Janne Uusilehto, Nokia
i Wesley Higaki, Symantec Corp. Antti Vahi-Sipils, Nokia

Fuzz testing

Fuzz testing Is a refiability and security testing technique that relies on buj
intentionally malformed data and then having the software under test consuma the
malfarmed data te see how it responds. The science of fuzz testing is somewhat
& - new but it is maturing rapidly. There is a small market for fuzz testing toois today,
W:E" SAFI but in many cases software developers must build bespoke fuzz testers to suit spe-
lany  Oriving Secul clalized file and network data formats, Fuzz testing is an efféctive testing technigue
because it uncovers weaknesses in data handling code.

Resources

= Fuzz Testing of Application Reliability, University of Wisconsin;
hittn://pages.cs wisc.adu/~bart/fuzz/fuzz html

* Automated Whitebox Fuzz Testing, Michael Levin, Patrice Godefroid and
Dave Malnar, Microsoft Research;
fEp1//fp.research. microsoft. com/puby/tr/TR-2007-58. pdf

* [ANews|etter Spring 2007 "Look out! It's the fuzz!™ Matt Warnock;
fittp://iac.dtic.mil/iatac/downicad/Vol LO_Nol.pdf

» Fuzging: Brute Farce Vulnerability Discovery, Sutton, Greene & Amini,
Addison-Weslay,

R o A TRt Mathasob oy Maoual ISECOM.

_//% » Common Aftack Pattern Enumeration and Classification, MITRE;
hitp!/fcapec.mitre.or
CAP EC — i

i SAFECode

11 a " =
3 @@ | Driving Security and Integrity
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e & & The Security Development Lifecycle : MSO8-078 and the SDL

<  » < + | @ hup://blogs.msdn.com/sdlfarchive/2008/12/18/ms08-078-and-the-sdl.aspx GEY - Q- Google

L
L >
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Development Lifecycle

I | Sc-nc -
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MSO0S8-078 and the SDL
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MSO08-078 and the SDL a#aa*

Hi, Michael here.

Ewvery bug is an opportunity to learn, and the security update that fixed the data binding bug that affected
Internet Explorer users is no exception.

The Common Vulnerabilities and Exposures (CVE) entry for this bug is CVE-2008-4844.

Before I get started, I want to explain the goals of the SDL and the security work here at Microsoft. The SDL is
designed as a muilti-layered process to help systemically reduce security vulnerabilities; if one component of
the SDL process fails to prevent or catch a bug, then some other component should prevent or catch the bug.
The SDL also mandates the use of security defenses whose impact will be reflected in the "mitigations"
section of a security bulletin, because we know that no software development process will catch all security
bugs. As we have said many times, the goal of the SDL is to "Reduce vulnerabilities, and reduce the severity
of what's missed."

In this post, I want to focus on the SDL-required code analysis, code review, fuzzing and compiler and
operating system defenses and how they fared.

Background

The bug was an invalid pointer dereference in MSHTML.DLL when the code handles data binding. It's
important to point out that there is no heap corruption and there is no heap-based buffer overrun!

When data binding is used, IE creates an object which contains an array of data binding objects. In the code
in guestion, when a data binding object is released, the array length is not correctly updated leading to a
function call into freed memory.

The vulnerable code locks a little like this (by the way, the real array name is _aryPXfer, but I figured
ArrayOfObjectsFromlE is a little more descriptive for pecople not in the Internet Explorer team.)

int MaxIdx = ArrayOfObjectsFromIE.Size()-1;
for (int i=0; i <= MaxIdx; 4i++) {
if (lArrayOfObjectsFromIE[i])
continue;
ArrayOfObjectsFromIE([i)]—-—>TransferFromSource( ) ;
¢

Here's how the vulnerability manifests itself: if there are two data transfers with the same identifier (so
MaxIdx is 2), and the first transfer updates the length of the ArrayOfObjectsFromIE array when its work was
done and releases its data binding object, the loop count would still be whatever Maxidx was at the start of
the loop, 2.

This isja time-of-check-time-of-use (TOCTOU) bug that led to code calling into a freed memory block. The
Commpn Weakness Enumeration {CWE) classification for this vulnerability is CWE-367.
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a time-of-check-time-of-use (TOCTOU) bug that led to code calling inte a freed memory block.
on Weakness Enumeration {CWE) classification for this vulnerability is

NE-367.

September 2008 (5)
August 2008 (2)
July 2008 (8)

June 2008 (4)

TOCTOU ISShes. we will Update our training Lo address this.

Our static analysis tools don't find this because the tools would need to understand the re-entrant nature of
the code.

Fuzz Testing
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Welcome to the NIST SAMATE Reference Dataset Proje

The purpose of the SAMATE Reference Dataset (5RD) is to provide users, researchers,
set of known security flaws. This will allow end users to evaluate tools and tool
designs, source code, binaries, etc., L.e. from all the phases of the software life cycl
{written to test or generated), and "academic” (from students) test cases. This da
known bugs and vulnerabilities. The dataset intemds to encompass a wide variet]
compilers. The dataset is anticipated to become a large-scale effort, gathering test
about the SRD, including goals, structure, test suite selection, etc.

Browse, download, and search the SRD
Anyone can browse or search test cases and download selected cases. Please click
selected or all test cases. To find specific test cases, please click here.

How to submit test cases
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Source Code Security Analysis Tool
Functional Specification Version 1.0

Information Technology Laboratory (ITL), Software
Diagnostics and Conformance Testing Division
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CWE Compatibility & Effectiveness Program

( Iaunched Feb 2007)
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All organizations participating in the CWE ecember 25, 2008
Compatibility and Effectiveness Program are TOTALS

listed below, including those with CWE- Organizations Participating: 28

Compatible Products and Services and those Products & Services: 47 —

with Declarations to Be CWE-Compatible.

Products are listed alphabetically by organization name:
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C/C++ “Breadth” Test Case

Coverage

No Tools -
42%

Five Tools
7%

Four Tools
15%

Two Tools
11%

Three Tools
13%

One Tool
i .

 Coverity

1%

___ Fortiy
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1%
. Ounce Labs
2%

No Tools

Six Tools

2%

Four Tools
12%

0% —‘ ‘_-:?.:.}
~ GrammaTech  Five Tools

—

oW -

Three Tools
18%

|

" Two Tools

15%

: One Tool
14%
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Java “Breadth” Test Case
Coverage

Coverity
0%

\ FindBugs
1

%
_Fortly
7%
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\PND
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Software Security Tools

Static Analysis

Source Code Fault Injection
Dynamic Analysis
Architectural Analysis
Pedigree Analysis

Binary Code Analysis
Disassembler Analysis
Binary Fault Injection
Fuzzing

Malicious Code Detectors
Bytecode Analysis



Software Security Assessment Tools Review

Summary of Evaluation

Static

Key: Analysis C:da:rFC:ult Dynamic | Architectural | Pedigree %ﬁg Disassembler BFlgil? Fuzzing Mac:éc;us goy&t:li
X*- To be most bgneﬁcial X+ - In some cases Code Injection Analysis Analysis Analysis Analysis Analysis Injection Detector | Analysis
X% - When possible X# - e.g., compilation Scanning
When to Use

Requirements X

Design X

Implementation X" X X X b5 X X X X X X
Testing X X X" X X X X X X X X
Production X X X X X X X X X X X
Acquisition X X X X X X X X X Xt X

Required Skills (Understanding of...)

Underlying source code X

Underlying development methodology X# X X

Implementing language X X X%

Binary X+ X

Bytecode X
Testing methodology X X X X X X X

Benefits

Reduces cost over system life X X X X X X X X X X X
Educales developers about secure programming X X X

Rechecks legacy code X X X X X X X
Automates repetitive and tedious aspects of source X X

code security audits

Checks for good programming style X X
Increased test coverage X X X

Increased accuracy X X

No need for source code X X X X X X X X
Improved accuracy and coverage X X X X

Reduces the amount of testing necessary X

No disassembly X X X X X X X

Guaranteed the analysis is performed on the actual X+ X X X X X X
product

Drawbacks

No architectural-level flaws X X X X X X X
Thorough understanding of the software X X X X

Required expertise X X X X X

Requires use of open source software X

Lack of tool availability X X X

Licensing concerns X

Reliance on a primary vendor X

Additional analysis X X X X X X
Additional preparation X X X X

Limited to a single language X

Table 1: Evaluation Summary of Analyses for Source Code, Executables, and Intermediate Representations




Value of Aligning Multiple Perspectives

*Reduce false positives
eMap Exploited Issues to Code

Total Potential
Security Issues

¢ Environment Configuration Issues
¢ Issues in integrations of modules

¢ Runtime Privileges Issues

¢ Protocol Parser/Serializer Issues

e Issues in 37 party components

¢ Null Pointer Dereference
e Threading Issues

e Issues in Dead Code

e Insecure Crypto Functions

Static
Analysis

¢ SQL Injection

¢ Cross Site Scripting

e HTTP Response Splitting
e OS Commanding

¢ LDAP Injection

‘ = Application Logic Issues l

©2010 MITRE



Complete CAPEC Entry Information
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Linkage with Fundamental Changes in Enterprise Secu  rity Initiatives

Twenty Critical Controls for Effective Cyber Def

Guidelines

What the 20 C5C Critics s

20 Critical Security Controls - Version 2.0

20 Critical Security Controls - Introduction (Version 2.0)

Critical
Critical
Critical
Servers
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Critical

Control
Control

Control

Control
Control
Control
Control
Control
Control

1:
5
3

42

5
6
Fi
a:
9

: Boundary Defense

! Maintenance, Monitoring, and Analysis of 4

ay...

Inventory of Authorized and Unauthorized
Inventory of Authorized and Unauthorized
Secure Configurations for Hardware and Sd

Secure CDI“H"IQUT'HUOHS for Network Devices

Application Software Security
Controlled Use of Administrative Privilege

Controlled Access Based on Need to Know

CAG: Critical Control 7: Application Software Security

<< previous control Consensus Audit Guidelines next control »»

How do attackers exploit the lack of this control?

Attacks against vulnerabilities in web-based and other application software have been a top priority for criminal
organizations in recent years. Application software that does not properly check the size of user input, fails to
sanitize user input by filtering out unneeded but potentially malicious character sequences, or does not
initialize and clear variables properly could be vulnerable to remote compromise. Attackers can inject specific
exploits, including buffer overflows, SQL injection attacks, and cross-site scripting code to gain control aver
vulnerable machines. In one attack in 2008, more than 1 million web servers were exploited and turned into
infection engines for visitors to those sites using SQL injection. During that attack, trusted websites from state
governments and other organizations compromised by attackers were used to infect hundreds of thousands of

=]

b CWE and CAPEC included in Control
7 of the “Twenty Critical Controls for

-

-

Contrg
Contrg
Contrg
Contry
Contry
Contrg
Contrg
Contrg
Contry
Contry
Cantry

Effective Cyber Defense: Consensus

Procedures and tools for implementing t Audit Guidelines”

Source code testing tools, web application security scanning tools, and object code testing tools
have proven useful in securing application software, along with manual application security
penetration testing by testers who have extensive programming knowledge as well as
application penetration testing expertise. The Common Weakness Enumeration (CWE)
initiative is utilized by many such tools to identify the weaknesses that they find. Organizations
can also use CWE to determine which types of weaknesses they are most interested in
addressing and removing. A broad community effort to identify the “Top 25 Most Dangerous
Programming Errors” is also available as a minimum set of important issues to investigate and
address during the application development process. When evaluating the effectiveness of
testing for these weaknesses, the Common Attack Pattern Enumeration and Classification
(CAPEC) can be used to organize and record the breadth of the testing for the CWEs as well as a
way for testers to think like attackers in their development of test cases.




Correlate, Integrate, Automate
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Today Everything’s Connected

Your System is
attackable...

If the Other System gets subverted through an un-pa
vulnerability, a mis-configuration, or an applicati on
weakness... - Want Assurance in their work...



The Software Supply Chain

Reuse /\/ Software
\‘/'\ Other

s

Programs w - '

?

Program
Office

Outsource
Prime
Contractor

Foreign
Acquire Develop
In-house
Off-shore I/_\/ Foreign
@ Location
Software

Foreign

us
| Developers

Acquire

Outsource

Develop
In-house

s

“Scope of Supplier Expansion and Foreign Involvemen t” graphic in DACS www.softwaretechnews.com  Secure Software
Engineering, July 2005 article “Software Developmen  t Security: A Risk Management Perspective” synopsis of May 2004
GAO-04-678 report “Defense Acquisition: Knowledge o f Software Suppliers Needed to Manage Risks” © 2010 MITRE




ISO/IEC/IEEE 15026 Assurance Case

Set of structured assurance claims,
supported by evidence and reasoning
(arguments), that demonstrates how
assurance needs have been satisfied.

—  Shows compliance with assurance

objectives

— Provides an argument for the safety

and security of the product or service.

— Built, collected, and maintained
throughout the life cycle

— Derived from multiple sources

System, Software, or Work Product

Make the case for adequlate quality/ assurance of th

Quality / Assurance Case

justify belief in

v

Claims

Arguments

supports

&
<

Evidence

A 4

is developed for

Quality / Assurance
Factor

A 4

<>_

Quality / Assurance
Subfactor

e

e Sub-parts

A high level summary

Justification that product or
service is acceptably safe, secure,
or dependable

Rationale for claiming a specified
level of safety and security

Conformance with relevant
standards & regulatory
requirements

The configuration baseline

Identified hazards and threats and
residual risk of each hazard / threat

Operational & support
assumptions

Attributes

Clear
Consistent
Complete
Comprehensible
Defensible
Bounded

Cooo0ooo

Addresses all life cycle stages

©2010 MITRE



Assurance Claims with Support by
‘Substantial’ Reasoning

 Claims are assertions put forward

for general acceptance ' -
e The justification for claim Stephen Toulmin, 1958

Is based on some grounds, the “specific facts about a
precise situation that clarify and make good for a claim”

 The basis of the reasoning from the grounds (the fa  cts)
to the claim is articulated. Toulmin coined the ter m
(probably) “warrant” for “substantial argument”. These are
statements indicating the general ways of argument

being applied in a particular case and implicitly r elied on
grounds F—_ and whose trustworthiness is well established”.
Maodality «  The basis of the warrant might be questioned, so

“backing” for the warrant may be introduced. Backing
might be the validation of the scientific and engin eering
laws used

CAE GSN
Claim, Goal
Argument, Statement .
Evidence Notation : ;
% ,___A'_______i _______________ :_ _________________
m———- ty S—— L1 i Aeuan | o i i
i ! grounds e | Vol
i : e | Hosaiy |
: oo AT : - R
" S Fo Solution or sub-goals | | | Goal
I Fridonoo or aah- oladns Claoin : | i :_____' i
e e T e L D et e TTmmmmmmmTTTTTTT T Strategy . -

©2010 MITRE



Object Management Group (OMG)
Systems Assurance Task Force

Claims-Evi

dence-Arguments Overview

Assurance Case

/

Claims (propositions)

/

Support of claims

AN

Inferential support

ATRM Argumentation Metamodel

THE UNIVERSITYW

\

Precise expression of propositions

\ T Ontology
(vocabulary)
N —

Evidence Observable Facts

~

Collection of evidence

/&deiard
KDM Analytics

SAEM software Assurance Evidence Metamodel

KIPM knowledge Discovery Metamodel

SBVR

Semantic
BuUslness
vocabula y
§ Rules

©2010 MITRE



Software Assurance Ecosystem: The Formal Framework

The value of formalization extends beyond software systems to include related software system process, people and documentation

[ Process Docs & Artifacts |

Requirements/Design Docs & Artifacts |

Process, People & Documentation

Evaluation Environment

= Some point tools to assist evaluators but mainly manual work
= Claims in Formal SBVR vocabulary

= Evidence in Formal SBVR vocabulary
= Large scope requires large effort

~

Software System / Architecture Evaluation
= Many integrated & highly automated tools to assist evaluators

= Claims and Evidence in Formal vocabulary

= Combination of tools and ISO/OMG standards

= Standardized SW System Representation In KDM Uﬁ’”
= Large scope capable (system of systems)

Iterative extraction and analysis for rules

1 t

[Hardware Environment |
@ftware System Artlfactsj

\_

~

Process, People,
documentation
Evidence

—

Formalized
Specifications

Software

system

Technical
Evidence

~
_

Executable
Specifications

-~

Reports
Risk Analysis, etc)

%

~

Claims, Arguments and
Evidence Repository

- Formalized in SBVR vocabulary
- Automated verification of
claims against evidence

- Highly automated and
sophisticated risk assessments
using transitive inter-evidence
point relationships

.

Protection Profiles

IA Controls CWE

©2010 MITRE



ADM Standards Span the Entire
IT Architecture Spectrum
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v :LAﬁsecuritY Automation (Current State) NIST

Receive 1% order for ‘free’ by virtue X
of 2" order ontologies mapped
through SCAP.

SCAP
Ontology

NIST Validation §

CEE
Expression

Event, Threat,
Enumeration

Event Metric
Event

Detection,
CAPEC,

™o




SCAP

CVE

CPE

CCE

OVAL

0CIL

XCCDF

Cvss

SCAP 1.1 uses the following specifications:

B Extensible Configuration Checklist Description Format (XCCDF) 1.1.4, a language for authoring
security checklists/benchmarks and for reporting results of checklist evaluation [QUIOS]

B Open Vulnerability and Assessment Language (OVAL) 5.6, a language for representing system
configuration information, assessing machine state, and reporting assessment results

B Open Checklist Interactive Language (OCIL) 2.0, a language for representing security checks that

requires human feedback

B Common Platform Enumeration (CPE) 2.2, a nomenclature and dictionary of hardware, operating

systems, and applications [BUT09]

B Common Configuration Enumeration (CCE) 5, a nomenclature and
configurations

B Common Vulnerabilities and Exposures (CVE), a nomenclature an
software flaws’

B Common Vulnerability Scoring System (CVSS) 2.0, an open speci
severity of software flaw vulnerabilities [MELO7].

The Technical Specification
for the Security Content
Automation Protocol (SCAP):
SCAP Version 1.1 (DRAFT)

Recommendations of the National Institute
of Standards and Technology

Stephen Quinn
David Waltermire
Christopher Johnson
Karen Scarfone
John Banghart




4. SCAP General Requirements and CONVeNtions........mmmmsmmssesssssnn:

4.1 Support for Legacy SCAP VEISIONS...........cceuveeieeciecteeeceeeceeee e,
4.2 XCCDF Conventions and Requirements

421 Metadata Elements ...
4.2.2 Use of CPE Names...

423 The <xccdf: Benchmark} Element
424 The <xccdf:Profile>Element. ...
425 The <xccdf:Rule> Element ..o
426 Allowed Check System Usage ........ccccovevrvecvecececcicccececcee s

4.2.7 XCCDF Test Results...
4.3 QVAL Conventions and Reqmrements

4.3.1 Supported Previous Versions of OVAL (5 3 5 4 and 5 5)

4.3.2 Support for Deprecated Constructs in OVAL

4.3.3 OVAL Schema Specification ...........cccocoeoeeverererecerceccrceerreeee,

434 OVALRESURS ...ttt
A4 OCIL CONVENEIONS ...ttt ee e e s e e eeneaens
45  CPE CONVENtIONS ...ttt st senanns
A8 CCE CONVENHIONS .. ...ttt
AT  CVE CONVENTIONS ...t eee et eene s een e eenaenea,
A8 CVSS CONVENTIONS......oeeoeeeeeeeeeeeeee et ee e e

41
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e 42
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A 45
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The Technical Specification
for the Security Content
Automation Protocol (SCAP):
SCAP Version 1.1 (DRAFT)

Recommendations of the National Institute
of Standards and Technology
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SwAAP
CWE
CAPEC

MAEC

CWSS
OMG SAEM

OMG ARG

SAFES

“Food Label”

OMG SMM

ISO 15026

OMG KDM

OMG ASTM

. Software Assurance Automation Protocol (  SWAAP)

- For measuring & enumerating software weaknesses and the
assurance cases.

Common Weakness Enumeration ( CWE),

Common Attack Pattern Enumeration & Classification (CAPEC),
Malware Attribute Enumeration & Characterization (  MAEC),
Common Weakness Scoring System ( CWSYS),

OMG Software Assurance Evidence Metamodel ( OMG SAEM),
OMG Arguementation Metatmodel ( OMG ARG),

Software Assurance Findings Expression Schema ( SAFES),
NIST SAMATE’s “Food Label”,

OMG Structured Metrics Metamodel (  OMG SMM),

ISO “Assurance Case” 15026 ( 1SO 15026),

OMG Knowledge Discovery Metamodel ( OMG KDM),

OMG Abstract Syntax Tree Metamodel (  OMG ASTM)

» plus SCAP to capture “accredited” system CPEs and CC E settings?
» OVAL checks for capturing “finger print” of software applications to
address supply-chain risk measurement?

©2010 MITRE



“Other” Automation Protocols (“O"AP)

Event Management Automation Protocol (EMAP)

- For reporting of security events. Common Event
Expression ( CEE), Malware Attribute Enumeration &
Characterization ( MAEC), and CAPEC.

Enterprise Remediation Automation Protocol (ERAP)

- For automated remediation of mis-configuration &
missing patches. Common Remediation
Enumeration ( CRE) and Extended Remediation
Information ( ERI).

Enterprise Compliance Automation Protocol (ECAP)

- For reporting configuration compliance. Asset
Reporting Format ( ARF), Open Checklist Reporting
Language ( OCRL), etc.

Enterprise System Information Protocol (ESIP)

- For reporting of asset inventory information.

©2010 MITRE
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