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What is wrong with this picture?

Missing Authentication for 
Critical Function (CWE-306)

Using Unpublished Web 
Service APIs (CAPEC-36)

Missing Authentication for 
Critical Function (CWE-306)

Using Unpublished Web 
Service APIs (CAPEC-36)
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Buffer Overflow 
(CWE-120)

Exploit
(CAPEC-123)

Buffer Overflow 
(CWE-120)

Exploit
(CAPEC-123)

SQL Injection 
(CWE-89)

Exploit
(CAPEC-66)

SQL Injection 
(CWE-89)

Exploit
(CAPEC-66)

Security 
Feature
Security 
Feature
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Many Vulnerabilities are Multi-Factor: Chains and C omposites

IntegerInteger
OverflowOverflow

IncorrectIncorrect
RangeRange
CheckCheck

HeapHeap
OverflowOverflow

Insufficient Insufficient 
Memory Memory 

AllocationAllocation

CodeCode
ExecutionExecution

““ MemoryMemory
CorruptionCorruption ””

CrashCrash
ResultantResultant
BehaviorBehavior

PrimaryPrimary
WeaknessWeakness

(Root(Root
Cause)Cause)

ConsequenceConsequence
ResultantResultant
WeaknessWeakness

ResultantResultant
WeaknessWeakness

One of the main problems with classification and One of the main problems with classification and 
terminology is that ANY behavior in the chain terminology is that ANY behavior in the chain 
could be regarded as the vulnerability.could be regarded as the vulnerability.
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Composite: Symbolic Link Following

CWECWE--61: Symlink61: Symlink
FollowingFollowing

‘‘ LooseLoose’’
Directory Directory 

PermissionsPermissions

CWE-275

Race Race 
ConditionCondition

CWE-362

PredictabilityPredictability

CWE-340
Path Path 

EquivalenceEquivalence

CWE-41

•Filename can be predicted
•File can be created by other party before it is ope ned for writing
•File created in a shared directory with writable pe rmissions
•Equivalence: a symlink can act an alternate name fo r a critical file 
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Printable PDFs of Entire CWE Now Available
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CWE Outreach: A Team Sport
May/June Issue of IEEE Security & Privacy…
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OWASP Top Ten 2007 & 2010 use CWE refs
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Some High -Level CWEs Are Now 
Part of the NVD CVE Information

NVD XML feeds 
also include CWE
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Industry
Uptake

CWE
CAPEC
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Plus Some Other 
Important Tool 
Players…

Cenzic
CAST Software
Polyspace
Security Innovation
LDRA
KDM Analytics
SureLogic
Programming Research Inc
Armorize
SofCheck
GrammaTech

(Watchfire)
(SPI Dynamics)

Gartner Magic Quadrant
for

Static Application 
Security Testing Tools
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CWE Compatibility & Effectiveness Program

28
47

cwe.mitre.org/compatible/cwe.mitre.org/compatible/

( launched Feb 2007)
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2 March 2009 Jointly funded by:
Assistant Secretary of the Navy Chief System Engine er 
197 Isaac Hull
Washington Navy Yard, DC
and Naval Ordnance Safety & Security Activity 
Box 47, Bldg D-323
3817 Strauss Avenue Indian Head, MD 20640
Prepared by:Booz Allen Hamilton McLean, VA

Software Security Tools
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Total PotentialTotal Potential

Security IssuesSecurity Issues

DynamicDynamic

AnalysisAnalysis
StaticStatic

AnalysisAnalysis

• Environment Configuration Issues
• Issues in integrations of modules
• Runtime Privileges Issues
• Protocol Parser/Serializer Issues
• Issues in 3rd party components
• …

• Environment Configuration Issues
• Issues in integrations of modules
• Runtime Privileges Issues
• Protocol Parser/Serializer Issues
• Issues in 3rd party components
• …

• Null Pointer Dereference
• Threading Issues
• Issues in Dead Code
• Insecure Crypto Functions
• …

• Null Pointer Dereference
• Threading Issues
• Issues in Dead Code
• Insecure Crypto Functions
• …

• SQL Injection
• Cross Site Scripting
• HTTP Response Splitting
• OS Commanding
• LDAP Injection
• …

• SQL Injection
• Cross Site Scripting
• HTTP Response Splitting
• OS Commanding
• LDAP Injection
• …

� Application Logic Issues� Application Logic Issues

•Reduce false positives
•Map Exploited Issues to Code

•Reduce false positives
•Map Exploited Issues to Code

Value of Aligning Multiple Perspectives
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Complete CAPEC Entry Information
Stub’s Information
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Linkage with Fundamental Changes in Enterprise Secu rity Initiatives

CWE and CAPEC included in Control 
7 of the “Twenty Critical Controls for 
Effective Cyber Defense: Consensus 
Audit Guidelines”

CWE and CAPEC included in Control 
7 of the “Twenty Critical Controls for 
Effective Cyber Defense: Consensus 
Audit Guidelines”
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Correlate, Integrate, Automate

Threats

Vulnerabilities

Detection

Response
Platforms
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Today Everything’s Connected

If the Other System gets subverted through an un-pa tched 
vulnerability, a mis-configuration, or an applicati on 
weakness… - Want Assurance in their work…

Your System is 
attackable…
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Program
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?

?
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?
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?
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?
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Program
Office
Program
Office

Prime
Contractor
Prime
Contractor

Foreign
Developers
Foreign
Developers

ContractorContractor

ContractorContractor

SupplierSupplier

SupplierSupplier

SupplierSupplier

ReuseReuse

OutsourceOutsource

AcquireAcquire Develop
In-house
Develop
In-house

Foreign
Location
Foreign
Location

Other
Programs
Other
Programs

Legacy
Software
Legacy
Software

USUS

GlobalGlobal

ForeignForeign

Off-shoreOff-shore

USUS

SoftwareSoftware

COTSCOTS

ReuseReuse
AcquireAcquire

Develop
In-house
Develop
In-house

OutsourceOutsource

“Scope of Supplier Expansion and Foreign Involvemen t” graphic in DACS www.softwaretechnews.com Secure Software 
Engineering, July 2005 article “Software Developmen t Security: A Risk Management Perspective” synopsis of May 2004 
GAO-04-678 report “Defense Acquisition: Knowledge o f Software Suppliers Needed to Manage Risks”

*

*

The Software Supply Chain
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ISO/IEC/IEEE 15026 Assurance Case
● Set of structured assurance claims, 

supported by evidence and reasoning 
(arguments), that demonstrates how 
assurance needs have been satisfied.

– Shows compliance with assurance 
objectives

– Provides an argument for the safety 
and security of the product or service.

– Built, collected, and maintained 
throughout the life cycle

– Derived from multiple sources

● Sub-parts
– A high level summary
– Justification that product or 

service is acceptably safe, secure, 
or dependable

– Rationale for claiming a specified 
level of safety and security

– Conformance with relevant 
standards & regulatory 
requirements

– The configuration baseline
– Identified hazards and threats and 

residual risk of each hazard / threat
– Operational & support 

assumptions

Attributes
� Clear
� Consistent
� Complete
� Comprehensible
� Defensible
� Bounded
� Addresses all life cycle stages

Evidence

Arguments

Claims
supports

justify belief in
Quality / Assurance Case

Make the case for adequate quality/ assurance of th e

System, Software, or Work Product

Quality / Assurance
Factor

Quality / Assurance
Subfactor

is developed for

Evidence

Arguments

Claims

Evidence

Arguments

Claims

Quality / Assurance Case

© 2010 MITRE
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Assurance Claims with Support by 
‘Substantial’ Reasoning

Stephen Toulmin, 1958

(probably)

• Claims are assertions put forward 
for general acceptance

• The justification for claim 
is based on some grounds, the “specific facts about  a 
precise situation that clarify and make good for  a  claim”

• The basis of the reasoning from the grounds (the fa cts) 
to the claim is articulated. Toulmin coined the ter m 
“warrant” for “substantial argument”.  These are 
statements indicating the general ways of argument 
being applied in a particular case and implicitly r elied on 
and whose trustworthiness is well established”.

• The basis of the warrant might be questioned, so 
“backing” for the warrant may be introduced. Backing  
might be the validation of the scientific and engin eering 
laws used

Strategy

Solution or sub-goals Goal

CAE
Claim, 
Argument, 
Evidence

GSN
Goal
Statement
Notation

Justification



Object Management Group (OMG) 
Systems Assurance Task Force 

Claims-Evidence-Arguments Overview
Assurance Case

Claims (propositions)

Support of claims Precise expression of propositions

Inferential support Evidence

Ontology
(vocabulary)

A
R
M
 

A
R
M
 

A
R
M
 

A
R
M
 A

rg
um

en
ta

tio
n 

M
et
am
od
el

et
am
od
el

et
am
od
el

et
am
od
el

SBVRSBVRSBVRSBVR
SemanticSemanticSemanticSemantic
BusinessBusinessBusinessBusiness
VocabularyVocabularyVocabularyVocabulary
& Rules& Rules& Rules& Rules

KDM KDM KDM KDM Knowledge Discovery MetamodelKnowledge Discovery MetamodelKnowledge Discovery MetamodelKnowledge Discovery Metamodel

Collection of evidence

Observable Facts

SAEM SAEM SAEM SAEM Software Assurance Evidence MetamodelSoftware Assurance Evidence MetamodelSoftware Assurance Evidence MetamodelSoftware Assurance Evidence Metamodel

KDM Analytics
© 2010 MITRE
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Process, People,
documentation
Evidence

Software System / Architecture Evaluation
� Many integrated & highly automated tools to assist evaluators

� Claims and Evidence in Formal vocabulary

� Combination of tools and ISO/OMG standards

� Standardized SW System Representation In KDM

� Large scope capable (system of systems)

� Iterative extraction and analysis for rules

Executable 
Specifications

Formalized
Specifications

Software 
system
Technical
Evidence

Software System Artifacts

Requirements/Design Docs & Artifacts

Hardware Environment

Process Docs & Artifacts

Process, People & Documentation 

Evaluation Environment
� Some point tools to assist evaluators but mainly manual work

� Claims in Formal SBVR vocabulary

� Evidence in Formal SBVR vocabulary

� Large scope requires large effort

IA Controls

Protection Profiles

CWE

Claims, Arguments and 

Evidence Repository

- Formalized in SBVR vocabulary

- Automated verification of 
claims against evidence

- Highly automated and 
sophisticated risk assessments 
using transitive inter-evidence 
point relationships

Software Assurance Ecosystem: The Formal Framework
The value of formalization extends beyond software systems to include related software system process, people and documentation

Reports
Risk Analysis, etc)
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SC27 
WG3
SC27 
WG3

Common Criteria v4 CCDB
•TOE to leverage CAPEC & 
CWE
•Also investigating how to 
leverage ISO/IEC 15026

NIAP Evaluation Scheme
•Above plus
•Also investigating how to 
leverage SCAP



© 2010 MITRE



© 2010 MITRE



© 2010 MITRE



© 2010 MITRE



© 2010 MITRE

● Software Assurance Automation Protocol ( SwAAP )
– For measuring & enumerating software weaknesses and  the 

assurance cases.  
Common Weakness Enumeration ( CWE), 
Common Attack Pattern Enumeration & Classification (CAPEC), 
Malware Attribute Enumeration & Characterization ( MAEC), 
Common Weakness Scoring System ( CWSS), 
OMG Software Assurance Evidence Metamodel ( OMG SAEM), 
OMG Arguementation Metatmodel ( OMG ARG), 
Software Assurance Findings Expression Schema ( SAFES), 
NIST SAMATE’s “Food Label”, 
OMG Structured Metrics Metamodel ( OMG SMM), 
ISO “Assurance Case” 15026 ( ISO 15026), 
OMG Knowledge Discovery Metamodel ( OMG KDM), 
OMG Abstract Syntax Tree Metamodel ( OMG ASTM)

• plus SCAP to capture “accredited” system CPEs and CC E settings?
• OVAL checks for capturing “finger print” of software  applications to 

address supply-chain risk measurement?
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● Event Management Automation Protocol (EMAP)
– For reporting of security events.  Common Event 

Expression ( CEE), Malware Attribute Enumeration & 
Characterization ( MAEC), and CAPEC.

● Enterprise Remediation Automation Protocol (ERAP)
– For automated remediation of mis-configuration & 

missing patches. Common Remediation 
Enumeration ( CRE) and Extended Remediation 
Information ( ERI).

● Enterprise Compliance Automation Protocol (ECAP)
– For reporting configuration compliance.  Asset 

Reporting Format ( ARF), Open Checklist Reporting 
Language ( OCRL), etc.

● Enterprise System Information Protocol (ESIP)
– For reporting of asset inventory information.

“Other” Automation Protocols (“O”AP)



Enterprise IT Asset Management

Asset
Inventory

Asset
Inventory

Configuration
Guidance
Analysis

Configuration
Guidance
Analysis

Vulnerability
Analysis

Vulnerability
Analysis

Threat
Analysis
Threat

Analysis
Intrusion
Detection
Intrusion
Detection

Incident
Management

Incident
Management

Operational Enterprise Networks

Centralized ReportingCentralized ReportingEnterprise IT
Change Management

Enterprise IT
Change Management

Development & 
Sustainment
Security 
Management
Processes

Assessment 
of System

Development,
Integration, &
Sustainment  

Activities
and

Certification &
Accreditation

Assessment 
of System

Development,
Integration, &
Sustainment  

Activities
and

Certification &
Accreditation

Operations Security Management Processes

CVE/CWE/CVSS/CCE/CCSS/ OVAL/XCCDF/
CPE/CAPEC/MAEC/SBVR/CWSS/CEE/ARF

CVE/CWE/CVSS/CCE/CCSS/OVAL/XCCDF/
CPE/CAPEC/MAEC/SBVR/CWSS/CEE/ARF

CCE/
CCSS/
OVAL/ARF/
XCCDF/CPE

CVE/CWE/
CVSS/ARF/
CCE/CCSS/
ARF/CWSS/
OVAL/CPE/
XCCDF

CVE/CWE/
CVSS/ARF/
CCE/CCSS/
OVAL/CWSS/
XCCDF/CPE/
CAPEC/MAEC

CVE/CWE/
CVSS/ARF/.
CCE/OVAL/CCSS/
XCCDF/CPE/
CAPEC/CWSS/
MAEC/CEE

CPE/
OVAL/
ARF

CWE/CAPEC/
SBVR/CWSS/
MAEC/OVAL/
XCCDF/CCE/
CPE/ARF

SCAP EMAP

SwAAP

ERAP ECAP

ESIP
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Questions?

ramartin@mitre.org


